


The United States Coast Guard (USCG) also stepped up its physical 

maritime presence, increasing its patrolling schedules and escorting 

vessels from port to sea. USCG initiated the National Automatic Iden-

tifi cation System (NAIS) Project, a vessel tracking system, in conjunc-

tion with the increased patrols. The Project was created in response to 

the Maritime Transportation Security Act (MTSA) of 2002 and offi cially 

charted in 2004.

Because the U.S. relies so signifi cantly on our maritime system for 

our economic health and national security, disruption to that system 

could have cataclysmic consequences. With this in mind, Customs and

Border Protection (CBP) implemented two post-9/11 initiatives: the 

Customs-Trade Partnership Against Terrorism (C-TPAT) (2001) and the

Container Security Initiative (CSI) (2002). C-TPAT aims to identify

potential risks in the supply chain without causing a slowdown. It 

recruits importers, carriers, consolidators, etc., to take ownership of 

their cargo security by verifying its integrity according to identifi ed 

criteria. In exchange for this cooperation, voluntary participants enjoy 

fewer CBP border inspections, priority processing for inspections, 

and a number of other perks designed to reduce their own supply 

chain interruptions. 

CSI addresses the potential threat of a terrorist weapon delivered in a 

maritime container. Working with host countries, the initiative seeks to 

target and prescreen containers to identify those which are high-risk. 

The screening is done by automated targeting tools, X-ray and gamma 

ray machines, and radiation detection devices. Ideally the screening is 

accomplished without any supply chain slowdown but the sheer

quantity of daily shipments can overwhelm screening capacity. Despite

the challenges, CSI’s number of operational ports continues to increase 

since its inception in January 2002.  

As an additional protective measure, the Department of Defense (DOD) 

and the Transportation Security Administration (TSA), within DOT at that 

time then shifted to Department of Homeland Security (DHS) in 2003, 

designated 17 seaports as “strategic, because in the event of a large-scale 

military deployment, DOD would transport more than 95 percent of all 

equipment and supplies needed for military operations by sea.” 

The TSA also implemented a number of important initiatives, including 

the Transportation Worker Identifi cation Credential (TWIC) program, 

which “called for the DHS to issue a worker identifi cation card that uses 

biological metrics, such as fi ngerprints, to control access to secure areas 

of ports or ships.”  Responsibility for developing the card was placed 

with the TSA, with a preliminary deadline of having cards for 6 million 

maritime workers by August 2004. However, the jury is out on TWIC’s 

success. The TSA missed this initial deadline due to several factors and 

is currently in the process of testing the TWIC cards’ compatibility with 

biometric card readers.

Operation Safe Commerce (OSC), launched in 2002, is another CBP 

initiative that includes an effort to develop “smart containers” to pro-

vide inexpensive and reliable means of tracking containers that can 

survive the hazards of ocean travel. In conjunction with this, the 

Security and Accountability For Every Port Act of 2006 (SAFE Port Act)
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modified existing legislation and created new programs, including 

scanning containers while in foreign ports before leaving for the U.S. 

This act also requires the DHS Secretary to assess the effectiveness of anti-

terrorism measures at ports every three years. 

Currently, USCG and CBP are the two primary federal agencies responsible 

for protecting the maritime environment. Their efforts are supplemented 

by the Navy and MARAD – The Maritime Administration, which reports di-

rectly to the Secretary of Transportation. Local forces provide additional 

security and support, often on a volunteer basis due to lack of available funds.

Continuing Challenges 
These prompt and far-reaching responses to the attacks of 9/11 and  

the ensuing shift in perspective reflect our dedication to enhanced  

communications and collaboration in our port system. However, some 

fundamental challenges remain. The maritime community presents 

a different  set of circumstances from, for example, an airport, which 

is consigned to a single owner and is a relatively confined space. The  

Mississippi River alone is about 2,340 miles long. Guarding access to this 

single, but very strategic, length of waterway is no small task and could 

pose a tremendous threat to the nation’s economic and national secu-

rity.  Preventing maritime acts of terrorism requires an enhanced aware-

ness of ports’ vulnerabilities, as well as better access to the information 

which could alert our security forces in advance of such attacks. The abil-

ity to share this information amongst public and private sector players 

is critical to successful prevention and response, as well as the ability to  

collaborate effectively once the information has been shared. 

Balancing security with free commerce presents another fundamental 

challenge to maritime security efforts.  Millions of tons of food and wares 

pass through our U.S. ports every day, so introducing even a relatively small 

interruption requiring a few seconds in this supply chain can cause signifi-

cant upheaval, resulting in backups or a potential ripple effect that impacts 

the entire system. Any change must accommodate for this delicate balance 

between the need for proactive protection and the need for our country to 

freely participate in global trade.

Small vessels are another significant hazard to port and maritime  

security.  The attack on the U.S.S. Cole illustrated the ease with which

small vessels can go undetected and demonstrated the need for changes 

in our security policy.  Risk Management Assessments have been success-

fully implemented by DHS as a counter to this and other challenges.  Full 

implementation of such recommendations must balance policy changes, 

resource allocations and at times public opinion.  

U.S.-bound containers originating in foreign ports present another 

significant security challenge in several respects. Politically, there are 

sovereignty concerns over U.S. visits to foreign ports for the purposes 

of implementing assessments. Logistically, thoroughly exploring every 

cargo container for WMDs or other hazardous substances is a herculean 

task. Technically, scanning technology still must meet both technical and 

budgetary requirements.  

Contributions from the Private Sector
The private sector’s efforts to address these challenges have resulted in 

creative and innovative solutions which have made a tremendous impact 

on our nation’s port and maritime security status.

Unisys has contributed to the TWIC program since its inception. Adam 

Kiesel, Director in the Port & Cargo Security practice at Unisys Federal 

Systems, explains the countless factors which play a role in creating 

a successful program. For example, processing time considerations are 

critical to a port solution’s success or failure. A small volume port’s operations 

and process flow can be dramatically different from a larger volume port.

Similarly, a large container port has vastly different security needs from  

a petroleum facility.  When reading the TWIC biometric authentication  

cards, a shift change involving thousands of longshoremen has the 

potential to create a bottleneck which eats up precious operations time. 

These are all factors to consider and develop solutions to aid the TWIC 

program’s success. The Unisys approach includes examining policy, process 

and technology aspects of the security initiative. “You cannot simply throw 

technology at these challenges and expect success,” states Kiesel.

Unisys’ process-driven approach is to first review a port’s current operations, 

map them out, then determine what makes the most sense as far as 

designing and deploying the best solution. The goal is that “when we 

deploy solutions, they must meet the security objective and must be  

sustainable so they don’t impede operations and then be discarded,” says 



Kiesel. Unisys is currently evaluating TWIC’s field-testing at the Port of Los 

Angeles, where they have suggested solutions and exception processes 

for several challenges. For example, to avoid the temptation to turn off 

TWIC readers during the above-mentioned shift change while in a field 

test, Unisys suggested registration options for speeding ingress as well as 

adding more TWIC turnstile readers to handle the overflow, which would 

then be locked during non-shift times.

Kiesel describes another trend challenging port security – technology 

obsolescence. In the early days after 9/11, many ports installed video  

surveillance systems which are now becoming antiquated. These ports are 

now looking to refresh their systems and exploring their options. Unfor-

tunately, new IP high-definition cameras can often generate bandwidth 

problems when the data is in transit back to the command center. Unisys 

helps these ports deploy video surveillance solutions which meet the se-

curity objectives and helps ports select the most effective components 

for the surveillance, the command center, and the back-end storage for 

data archive.

Gasper Gulotta, Vice President of Defense Services with ITT Corporation, 

reiterates the critical role port and maritime security plays in our econo-

my and national security, “Eighty-five percent of our economy moves 

on seaborne commerce. Most cities have a week’s worth of food, but if 

commerce is stopped for any length of time it will have a severe impact  

on our economy.” Gulotta explains that knowing what’s under the surface of 

the water in ports and mapping that terrain is crucial protecting our ports 

from underwater threats. Changes in the flood plain are being monitored 

by the Navy and Coast Guard, who have deployed a wide array of sensors 

and platforms to analyze the water surface and subsurface. The resulting 

data from these various sensors must be tied together and analyzed so we 

can determine what is significant and what is not.

ITT has deployed systems for the Department of Defense (DOD) compris-

ing a combination of hardware and services provided by specially trained 

SMEs. These systems could be applicable to DHS’ efforts because they tie 

together databases from disparate parties; for example, the FBI, Department 

of Justice, Coast Guard and the Department of State. ITT’s solution has the 

capability to tie these “stove-piped” data sources together transparently 

so to the user they appear as if they’re on the same network. The user 

can access many databases by logging in a single time and understand 

information across the varying security levels. This allows users to find 

information to questions in a fraction of the time they would need in a 

“siloed” database environment. These tools could help discover linkages in 

data indicating the presence of a nuclear device, for example, by putting 

together pieces of information which traditionally one would think are 

unimportant or unrelated. This ability to siphon through large quantities of 

seemingly unrelated details and make connections could save tremendous 

amounts of time and expense. 

The advantages of these analytical efforts are echoed by David 

Montague, Senior Vice President of ABS Consulting, an affiliate of ABS 

and world leader in risk assessment and management.  ABS Consulting’s 

PSRAT (Port Security Risk Assessment Tool) and its 2nd generation MSRAM 

(Maritime Security Risk Analysis Model) technologies were crafted for use 

by the Coast Guard to provide security assessments focusing on concerns  

of a terrorist attack. PSRAT was “designed to help ports to prioritize resource 

allocations within, not between, ports to address risk most efficiently. The 

newer MSRAM can assess a variety of risk across ports and is used by every 

Coast Guard Sector.”  

Both tools provide step-by-step guidance to examine a variety of 

pre-defined terrorist threats by assessing their likelihood, any mitigating 

features, the relative degree of vulnerability and the consequences for an 

individual port. They crunch the data, identify the primary weaknesses, 

and ultimately provide a “score” indicating relative vulnerability. The out-

come provides better insight on how best to allocate funding for a port’s  

security features (lighting, fencing, closed circuit monitoring) by addressing  

its vulnerabilities according to its risk profile. These recommendations can 

form the basis of plans to increase resiliency after a terrorist attack or 

quickly resume trade after a disruption. Risk Management Assessments, 

as mentioned above, reflect the nation’s shift to a proactive approach after 

the 9/11 attacks, placing a focus on preventing and anticipating terrorist 

threats (and other hazards) before they reach the U.S. maritime system.

L-3 Security & Detection Systems has produced a number of high-tech 

solutions designed to address one of the most challenging aspects of 

port security – cargo screening. This challenge lies at the heart of the 



supply chain and is fundamental to the critical need to balance speed 

and safety with detection. Bill Frain, Sr. Vice President  at L-3, describes 

L-3’s CX-Gantry and CX-Mobile, two of L-3’s configurable family of cargo 

platforms, providing powerful cargo inspection using ClearView™

Imaging – full coverage, high penetration technology which generates 

high-quality images of even a densely-packed container’s contents. The 

CX-Gantry has the highest penetration capability available, making it ideal 

for inspection of large freight loads.  The mobile unit, as the name suggests, 

is road-ready and can be operational within minutes of deployment. In 

addition to penetrating dense cargos (water-based goods, oil or steel), 

ClearView imaging can differentiate between organic, inorganic and 

metallic materials and uses DeepScan algorithms to enhance the X-ray 

images, making it easier for operators to locate threats, contraband and 

other prohibited items.

In addition, traditional X-ray scanners are not necessarily integrated with 

other sensors and relevant information port operators might be reviewing. 

For example, L-3 has often integrated X-ray scanners with container reading 

systems that pull up cargo manifests in order to provide a comprehensive 

set of information at the operator’s fingertips, resulting in operational 

throughput which won’t slow port operations. Integrating these items 

enables port managers to complete manifest verification – a task which 

otherwise would be impossible considering the thousands of cargo  

containers which pass through our ports each day. Although these 

solutions are not yet deployed in U.S. ports, they have been successful 

installed in several overseas ports and L-3 has high hopes for U.S. port 

adoption of both systems.

Ted Bull is Senior Director of Coast Guard Programs at General Dynamics 

Information Technology, part of General Dynamics Information Systems 

and Technology (IS&T) business group, which provides anti-terrorism 

and counter-terrorism subject matter expertise to the Coast Guard 

and other federal agencies. This expertise, in combination with the 

technologies from other General Dynamics IS&T companies, has 

developed significantly enhanced Maritime Domain Awareness (MDA) 

by providing  ready access to information that can help detect anoma-

lies in port activity, facilitate effective colaboration among the various 

players in both the public and private sectors, and ensure tactical, secure, 

and interoperable communications among those players. 

In support of MDA, General Dynamics Advanced Information Systems, 

another business unit in General Dynamics Information Systems &  

Technology’s business group, has developed a multi-intelligence, multi-

sensor technology verging on artificial intelligence. The technology, 

called Cardinal Point, takes information from a variety of open source  

and classified sources, whether documents or sensors, assembles that in-

formation, and looks for anomalies, flagging items which appear to depart 

from the norm. The technology has been deployed within the Navy and 

the Office of Navy Intelligence. Cardinal Point displays information in 

near-real-time which allows collaboration between the many agencies 

which must work together to contribute to security, including the Coast 

Guard, Customs and Border Patrol, and State and Local Police. 

Along a similar theme, another General Dynamics business unit, C4 Sys-

tems, has developed CoMotion, a joint command and control platform 

that “enables a virtual, map-based visualization workspace that allows  

operational commanders and analysts across the room, or around  

the world, to remotely maintain and share real-time information and  

situational awareness.” Of course, the ability to communicate and 

share information at critical times such as the moment of interdiction is  

paramount.  C4S’s Sectéra ®Interoperable Security Architecture provides 

that critical element, leveraging Internet Protocol (IP) as a basis to com-

municate simultaneously on analog and digital, wireline or wireless, or 

voice and data. This Interoperable Communications capability allows local 

forces such as police and firefighters to communicate in first responder 

and public safety scenarios, for example.  

FLIR is a world leader of thermal imaging infrared imaging systems  

currently in place along U.S. borders for counter terrorism, perimeter  

security, law enforcement and more. FLIR is working with the Coast Guard 

and CBP towards a Wide Area Infrared Imaging Surveillance or WAIRI, a 

highly complex imaging system ideal for the challenges of the maritime  

environment. WAIRI is so complex because the algorithm for detecting 

heat signatures must accommodate water’s constant wave movement 

and reflections from the sun. “Current operators must view an area as 

if looking through a straw,” explains Eileen Parise, Director of Federal 

Programs, FLIR Government Systems Division. “A wide-area application  

in this particular technology would be a game-changer.” 



For more information on the Homeland Security & Defense Business Council visit:  www.homelandcouncil.org

Homeland Security & Defense Business Council   •  1140 Connecticut Avenue Suite 1008  •  Washington, D.C. 20036  •  (202) 470-6440

Marc A. Pearl, President/CEO   •   Kristina Tanasichuk, Vice President & Project Director

©2011, Homeland Security & Defense Business Council

For a more complete timeline, visit the Council’s website

In addition, WAIRI reduces resource requirements in that it can view a 

wide area, then zoom in on a particular field of interest and provide en-

hanced resolution to determine if there is a threat, an application which 

could be particularly helpful in the context of piracy. “We need the capa-

bility for one single person to protect an entire harbor,” explains Kevin 

Tucker, Deputy President, Government Systems Division of FLIR. “We 

have a lot of individual sensors, such as EO/IR and radar and are also in-

tegrating them into a full system solution. We’re pushing to have more 

capabilities into sensor components like the Star SAFIRE, Talon and 

STS1400, and connecting that all into an integrated system that’s smart 

and responsive.” For example, FLIR’s infrared cameras combined with 

video analytic software can determine if something in a location, such  

as a port’s cargo-hold area, has been moved within a certain time frame.  

The analytics identify a change, the camera slews to that area and identi-

fies, for example, if someone has thrown something over a fence into a 

sensitive area.

Where Are We Now?
“Ports are probably safer now that they’ve been in the past ten years.  We’ve 

made tremendous progress in port security,” says Montague, who attri-

butes the improved conditions to improved communications amongst 

maritime community members and more diligent and better educated 

port operators. “We’re catching problems more quickly than we did ten 

years ago.” Kiesel agrees that, “Quite a bit of progress has been made in 

making ports more secure and able to recover from a major incident.” 

Bull, a former Coast Guard Officer, witnessed this shift in the Coast Guard’s 

increased focus on law enforcement, as reflected in 2003’s Operation 

Neptune Shield, designed to enforce the laws and regulations prohibiting 

people from causing substantial damage to U.S. critical infrastructure.

We have made tremendous strides in our protective measures, but the 

sensitive balance between effective port protection measures and 

smoothly flowing free commerce continues to present challenges. The 

2010 strikes at Los Angeles /Long Beach, CA illustrate how catastrophic a 

supply chain interruption can be to our country. The strike lasted only a 

few days, but because it is one of our largest ports for container traffic, the 

economic impact was billions of dollars per day. “The United States Coast 

Guard (USCG) estimates that the closure of even a single major port for 

one month’s time could cost more than $60 billion in economic losses.” 

The concept of balance is reflected not only on a granular port-to-port 

basis but on a national scale as well. Because ports are mostly privately 

owned, they are responsible for implementing their security measures.  

DHS grants are available for shared funding of these efforts, however, existing 

gaps require more effective collaboration and cooperation.  Bull references 

the DHS grants and explains, “85-90% of our critical infrastructure along 

coastal regions is privately owned, so there must be collaboration between 

public and the private sector to prevent catastrophic acts of terrorism.” 

These funding challenges are not by any means unique to the private  

entities. USCG is hindered by financial constraints, with a budget one 

tenth of the Navy and an increase in responsibilities since the attacks 

of 9/11. However, this imbalance may be shifting. ITT has been engaged 

with the DoD for nine years and the DOD is now considering how ITT’s 

solutions could apply within the DHS realm of port and maritime security. 

“It’s a matter of someone having the will and the funding to make it happen,” 

states Gulotta.  Frain agrees in this improvement, “I’ve seen a lot more 

proactive approach from CBP with in the last year and that goes for all of 

DHS. We’ve been stressing tighter communication, closer partnership with 

CBP so not only can we develop technology but develop it to meet their 

needs and requirements.”

DHS is also expanding its view beyond the initial post-9/11 focus on 

aviation. “9/11 clearly changed the security landscape,” states Frain. “Avi- 

ation will always be a threat, but now they’re [DHS] looking at other 

areas. The threat is evolving and CBP realizes the impact it could have if a 

WMD gets through a port.” On the small vessel threat, “This is a very dif-

ficult threat to mitigate,” states Kiesel. “It’s very difficult to quantify…and 

(therefore) find a technology to address it comprehensively.”  Bull also 

echoes the balance theme, “There is always a balancing act between lib-

erty and security. The U.S.S. Cole was attacked by a small vessel, which is 

more in line with what terrorist ‘MO’ truly is. How to protect against that? 

There are over 13 million privately owned vessels in the U.S., most of them 

owned by individuals we can assume enjoy being out on the open water. 

Regulating that activity becomes a balancing act between security and 

freedom…The problem in all this is not so much technology – it’s policy.”

As the government and private sector continue their efforts to assure a 

secure and open port and maritime system, it is evident that collaboration 

is critical to achieving security that recognizes the delicate environment 

navigated by those in industry. Collectively the public and private sectors 

recognize and agree on the critical nature of the cause, and have made 

tremendous strides and achieved significant improvements.   We must 

continue to dedicate our efforts to protecting our maritime environment 

in order to maintain the free and open trade which is so precious to our 

national prosperity.
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